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Criminal law risks and rules of governance in blockchain finance

MA Yonggiang
(Law School of Dalian Maritime University, Dalian, Liaoning 116026, P.R. China)

Abstract: The characteristics of blockchain technology, on the one hand, establish the possibility
of its application in finance, an important cornerstone of civilized society, and on the other hand, lay
down illegal risks in blockchain financial activities. Based on the analysis of the actual financial
application scenarios of blockchain technology, the real risks of blockchain technology application in
the financial field are firstly reflected in the virtual currency, an important medium of blockchain
financial ecology, brings many illegal risks to those crimes that disrupt the financial order, such as
fraudulent purchase of foreign exchange crimes, money laundering crimes, insider trading crimes. At
the same time, along with the further development and application of blockchain technology, criminal
forms based on smart contracts have also emerged. The lack of clarity in the current legal norms

exacerbates the difficulty of conviction. In order to better deal with these criminal law risks in the



blockchain financial sector, it is necessary to re-evaluate the criminal law definition of
Cryptocurrencies, reasonably define the regulatory approach and platform responsibilities, and
establish the criminal compliance system of relevant enterprises. So as to improve the rule of the
blockchain and better promote the innovation of blockchain financial.

Keywords: blockchain; cryptocurrency; virtual currency; smart contract; criminal law risk; criminal

compliance



