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On the Dimension and Limitation
in Criminal Regulation of AI “Deepfake”

Jiang Ying

Abstract “Deepfake” is a kind of audio and video processing technology based on the “Gen-—

erative Adversarial Network ” formed by the Deepdearning of big data and artificial intelligence

which can synthesize non-real audio and video works with high fidelity. Of course = “Deepfake”

technology is also facing the risk of illegal use. Objectively speaking the technical risk of “Deep—

fake” is that it aggravates the infringement of false information on traditional legal interests such as
national security social order or civil rights but it does not touch the new types of legal interests.
Therefore based on the legislative critical function of legal interest the direction of criminal law to
regulate the technology of “Deepfake” should be to reduce the threshold of conviction and increase
the amount of penalty at the judicial level rather than to adopt the criminal path of blindly adding

charges at the legislative level. The legislative viewpoint of adding a new crime with the coordinate of

“stealing personal biometric information” so as to regulate the technology of “Deepfake” breaks a-—

way from the legislative facts and creates the illusion of legal interest which is not legitimate. In the

process of emerging technology governance we should face up to the function limit of criminal law.

Criminal high pressure policy may stifle innovation and endanger the development prospect of artifi—

cial intelligence technology. Based on the open governance mode and constructing the system cen—

tered on “identification obligation” it will be a rational choice for the legal regulation of “Deep—

fake” technology.

Key words: Al;, deepfake; criminalization; judicial response; open governance
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